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Dear Parents and Carers

We wanted to send our best wishes to all of our students and their families. A new year is upon us and a
new chance to move forward, achieve goals and get the bets out of our young people.

We look forward to seeing you all in the new year, but in the
meantime, we hope some of this information and guidance may help
you get through the Christmas break.

It's important to keep
Merry Christmas to you all. Stay safe, stay healthy, look after in mind that the perfect

] Christmas doesn't
yourseives exist, despite what you
might see on TV and
Mrs Boussida (Deputy Headteacher) & Mrs Sharpe (DSL and social media.
Safeguarding Manager)
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Everywhere you look on television, in magazines
and shops there are images and stories designed
to promote the image of an idyllic Christmas.
This has become even more widespread with the
growth of social media. We know people often
only share the positive or best bits of their
celebrations, but it can still leave us feeling like
everyone else is having a better time than we are.
If you find yourself constantly comparing your
family Christmas to what you see online,
consider taking a break from social media for a

Being active is great for your
physical health and fitness, and
evidence shows that it can also
improve your mental wellbeing.

little while.
Nokrition can significants Having good friendships
on can signr y H rtant f . . .
impact mental health. A healthy phbnrlslelad ol Instead, cor’lcentratgz on talking with your family
Do cpma or reconnect with friends about what’s really important. You might all
By e d Bt . L L have different preferences for Christmas .
k activities and food for example, but working with

your family to plan how you want your
Christmas to look can help. For more on this, see
this article from Family Action

How to manage the expectations of children at
Christmas.

Building
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https://family-action.org.uk/self-help/how-to-manage-expectations-of-children-at-christmas/
https://family-action.org.uk/self-help/how-to-manage-expectations-of-children-at-christmas/

INTERNET SAFETY AND YOUNG PEOPLE

We know that Christmas is the number one time
when young people receive new devices. As parents it
can be tricky to keep up to date with all the new apps

ONLINE

and advances in technology.

We are often torn between not wanting our young
people to spend too much time online, but realising
that the world and how young people socialise and
access information is rapidly changing too and so we
do not want to deprive them of this social contact.

But you are not alone if you have worries or concerns

about your child’s internet habits.

So, we encourage parents to have open and honest dialogue with
your children about keeping safe and being responsible online.
Internet Matters have put together a digital tool kit that can be
used by parents to get targeted advice based on your child
(children’s ages and online activities) Click the picture to the right
to watch a short video about the tool kit, or click here to sign up
for the toolkit: My Family's Digital Toolkit - tailored online safety advice | Internet

Matters
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Together,
we've got this.
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The ABC safety checklists are also a great way to talk to your child and make plans together about their
online usage. Your-ABC-online-safety-checklist-_-Internet-Matters.pdf
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ABC online safety checklist for 11-13s

If your child is now a pre-teen, explore the actions you can take to
keep them safe with the checklist below.

Under 5 6-10 n-13 T4+

2
”

nes like Roblox and Minecraft,

Create child profiles en platforms they uss

Limit chat and data sharing of

Limit smartphene features to essential apps only.

Review privacy settings on social media together.

Use family or parent modes on platforms with social features to supervise
use, like TikTok Family Pairing [13+ only) and Roblox Allowed Experiences

Encourage children to explore a ranag of different types of media.

Help them balance active (creating) and passive (watching) screen time.

Help them review how much time they spend on devices (based on the tools you
use) to help them learn balance.

Encourage them to be selective about what they do online.

Check if apps are right for their ag level.

en time use and cyberbullying.

Talk about ways to dez with enling repatation,

Ask them to show you how they use their apps and discuss safety measures.

‘Ask them what they share online and how it makes them feel.

Discuss ways to protect their privacy on different platforms.
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All ages Under 5 6-10 113

ABC online safety checklist for teens

As teens gain more independence, there are still areas in which they
need support. Use the checklist below to review their online safety.

s on social media together

T4+

Use family or parent modes on platforms with social features to supervise

use, like TikTok Family Pairing and Snapchat Family Centre.

Balance

Show them how to Lse i

Encourage them to be selective about what they do enline

me [00ls to check their device and app usage.

Empower teens to watch and follow a range of content types to avoid

falling into echo chambers.

Ask them what they share online and how it makes them feel.

O

Discussways to protect their privacy on different platforms.

Together, review how to report u;

Ask them to show you how they use their apps and discuss safety measures.

nt on the platforms they use.
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https://www.internetmatters.org/digital-family-toolkit/
https://www.internetmatters.org/digital-family-toolkit/
https://www.internetmatters.org/wp-content/uploads/2024/09/Your-ABC-online-safety-checklist-_-Internet-Matters.pdf
https://www.youtube.com/watch?v=e7h4NOHlSu4&t=79s

At Natlonal Online Safety, we belleve in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their chiidren, should they feel
Itis needed. This guide focuses on one of many lssues which we belleve trusted aduits should be aware of, Please visit www.nationaloniinesafety.com for further guides, hints and tips for aduits,

What Parents & Carers Need to Know about . *

SETTING UP APPS, GAMES
e AND SOFTWARE

Millions of new phones, tablets, laptops and games consoles will be nestling under Christmas trees this
year. However, even if parents and carers have gone to the trouble of setting up these new devices and
enabling the safety features, there are still potential hazards in the apps, games and software that
children will want to install and use. Knowing what to look for and discussing those risks with your child
may help avoid any nasty surprises this Christmas. Here are our top tips for ensuring that unwrapping
this year's presents doesn’t unleash any unexpected dangers.

To avoid let-downs, check a
game’s specs before buying -
especially for PC or Mac, where

games o need a particular
raphics chip or processor to work.
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ites like systemrequirementsiab.com
can scan your computer to see if it will
‘ run certain games properly. On consoles,
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make sure you're buying the right version:
some newer Xbox or PlayStation games
won’t play on older consoles.

<

titles ur'z:‘oem downlot;d’?o but then i l‘ = ” Voice chat with friends is part
tempt (,u,rm to for cosmetic 5 P of the fun of modern gaming ~
items (as in Fortnite) or to unlock { @/ but danger lurks here too. Many
additional content. There canbe huge " titles have open chat systems,
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APPS ARE AGE RATED, TOO ‘f> CONSIDER STORAGE =8 WATCH OUT FOR IMITATORS
Like games, apps in the major stores have d Most apps and games will tell you in % Even in the official stores, untrustworthy
age ratings, too - so you can see in advance the online store how much space they need ’ rogue apps can slip through the net.
ther an fpps appropriate for your child. on a device. Check this care uIIL- especially Common tricks are apps or games that have o TA
- Additionally, phones’ parental control settings with games, which can run into hundreds of cl:g:\tll different name to enuine article
allow you to set age limits, preventing young ones megabytes and beyond. If you don‘t have enough ?F ight rather than Fortnite, for instance) or
from downloading unsuitable apps themselves. free storage on a device to run the game or app, use logos which deliberately look very similar to
These ratings aren‘t infallible, however: we‘ve seen you won’t get a refund from the store. You can the official app. To avoid downloading these
TV apps featuring adult shows with an age rating normally check a device’s available storage space imitations, read the cla‘pr‘l description and check
of 3, for example. through the settings menu. who the publisher is listed as.

LEGAL APPS THAT BREAK THE LAW ~ * IN-APP REGISTRATION

STAY UPDATED
There are many apps that are perfectly legal but It's common for arpl and games to Most? mes and apps are subject to regular
e

enable illegal activity - streaming apps which let ask users to register: entering personal updates, which only offer new content and
roo e watch football matches, say, without paying details like email address, date of birth and features but also provide critical security )
'or Sky or BT Sport. Prosecution for using such apps — other information you might not want your child improvements. Children tend to ignore such
is rare, but they can lead to risky behavilour like to divulge. Ask them to get Your permission updates - usually because they don’t .2
, viewing rogue streams on sites teeming before g any personal info to an app - and understand why they‘re important, or they &y
with maliclous links. Watch for children consider using your details rather than the child’s, simply want to get straight on with gaming. “
installing unusual apps with ‘TV", so they're not targeted by marketing spam or put Check your child’s devices periodically to
‘stream’or ‘sport’ in the name. _ atrisk of having their data stolen. o make sure these updates are being installed. :
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Meet OQur Exert “

Barry Collins has been a technology journalist and editor for
more than 20 years, working for titles such as the Sunday Times,
Which?, PC Pro and Computeractive. He's appeared regularly as
a technology pundit on television and radio, including on
Newsnight, Radio 5 Live and ITV News at Ten. He has two children
and has writes regularly about internet safety issues.
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@ www.nationalonlinesafety.com ,@nctonﬁnesafety n /NationalOnlineSafety @ @nationalonlinesafety
Users of this guide do o at their own discretion. No liability is entered into. Current as of the date of release: 14.12.2022




E) N Aged11-18?
~ Do not suffer in silence thlS
s Christmas period. %= Need someone to talk to?
: Samaritans 116 123
Age UK - 0800 678 1602
Alcoholics Anonymous - 0800 917 7650
Cruse Bereavement Care - 0808 808 1677

3 Free, safe and anonymt;u; online chat, advice
Men’s Adviceline - 0808 801 0327 and support for young people.

Narcotics Anonymous - 0300 999 1212 4 kOOth.Com

National Debt Helpline - 0808 808 4000 * ~

NHS 111
“S.Relate Relationship Support - 0300 003 0396
Shelter - 0808 800 4444

% Shout (confidential text service) 85258

Women’s Adviceline - 0808 200 0247

Emergency Services / Police 999

IVANHOE

DON’T FORGET THAT THE IVANHOE WEBSITE HAS LINKS
TO MANY TRUSTED WEBSITES AND ORGANISATIONS
THAT YOU CAN APPROACH FOR SUPPORT ON A HUGE
RANGE OF TOPICS AFFECTING YOUNG PEOPLE.

Support and Wellbeing | Ivanhoe School

CONCERNS OUTSIDE OF SCHOOL HOURS

We seek to do everything we reasonably can to ensure the safety and wellbeing of our students. I am sure you
will appreciate that there are limits to this outside of school hours and especially during the holidays.

We would therefore recommend that you:

« Monitor closely your child’s activity on social media. Most of the problems we have to deal with at the start of
each term relate to antisocial behaviour that has taken place online during the holidays. If your child is being se-
riously abused online, contact the police. https://www.ivanhoe.co.uk/protecting-your-child-online

« Let us know if there have been any issues that we need to be aware of as soon as possible so we can respond
promptly and appropriately when school reopens. We cannot guarantee that we will be able to respond to emails
etc. out of school hours.

« Contact Social Services if you feel they should be aware of an issue.

You can call the Social Services Central Duty Team on 0116 305 0005 or

make an online referral via the following link https://www.leicestershire.gov.uk/leisure-and-community/
community-safety/report-abuse-or-neglect-of-a-child

« Contact the police on 999 straight away if you believe a child is in immediate danger.



https://www.ivanhoe.co.uk/protecting-your-child-online
https://www.leicestershire.gov.uk/leisure-and-community/community-safety/report-abuse-or-neglect-of-a-child
https://www.leicestershire.gov.uk/leisure-and-community/community-safety/report-abuse-or-neglect-of-a-child
https://www.ivanhoe.co.uk/support-and-wellbeing-

